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Characteristic Description

Direct Sequence Spread Spectrum (DSSS), Frequency Hopping

Physical Layer Spread Spectrum (FHSS), infrared (IR)

Frequency Band 2.4GHz (ISM band} and 5GHz
P p
Data Rates [.:u"llt;?s. 2Mbps, 5.5Mbps, 11Mbps (11b), 54Mbps (11a), 54Mbps

RC4-based stream encryption algorithm for confidentiality,

Data and nietwork security authentication, and integrity. Limited key management.

Operating Range About 150 feet indoors and 1500 feet outdoors
Throughput Up to 11Mbps (54Mbps planned)

Ethernet speeds without wires; many different products from many
Positive Aspects different companies. Wireless client cards and access point costs

are decreasing,

Poor security in native mode; throughput decrease with distance
and load

Negative Aspects
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Security lssue / Vulnerability | Remarks

1. Security features in vendor Security features, albeit poor in some cases, are not enabled
products are frequently not when shipped, and users do not enable when installed. Bad
enabled. security is generally better than no security.

2. Vs are short (or static). 24-bit IVs cause the generated key stream to repeat. Repetition
allows easy decryption of data for a moderately sophisticated
adversary.

3. Cryptographic keys are short. 40-bit keys are inadeguate for any system. It is generally

accepted that key sizes should be greater than 80 bits in length,
The longer the key, the less likely a comprise is possible from a
brute-force attack

4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largaly
dependent on the secrecy of the keys

5. Cryptographic keys cannot be Cryptographic keys should be changed often to prevent brute-

updated automatically and force attacks
frequently.
6. RC4 has a weak key schedula The combination of revealing 24 key bits in the IV and a

and is inappropriately used in weakness in the initial few bytes of the RC4 keystream leads to
WEP. an efficient attack that recovers the key. Most other applications
of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet. This attack is available to moderately sophisticated
adversaries

7. Packet inteqgrity is poor. CRC32 and other linear block codes are inadequate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic protection is reguired to prevent
deliberate attacks. Use of noncryptographic protocols often
facilitates attacks against the cryptography.

8. No user authentication occurs. Only the davice is authenticated. A device that is stolen can
access the network

9. Authentication is not enabled; Identity-based systems are highly vulnerable particularly in a
only simple SSID identification wireless system
occurs,

10. Device authentication is simple | One-way challenge-response authentication is subject to “man-in-
shared-key challenge-response. | the-middle” attacks. Mutual authentication is required to provide
verification that users. and the network are legitimate
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(@ (Untitled) - Ethereal =10] =
Fle Edt View Go Capture Anahvze Statistics Help

BEE xS Re> DFL2 QA ENEXBG

1 0. 000G e ] ; rdards i
2 0,000000 213, 20? 20?. 213 207, 20? 34 rn‘n:rosof't-ds > 144?
30,.328125  Bc:0B8:20:52:41:53 Locate-Directory=-Sery LLC U, func=UI; DS4&P LLC
4 1.281250  213.207.207.34 213,207 .207.88 TCP 1455 > 2745 [SYN] Sec
5 1.281250  213.207.207.88 213.207.207.34 TCP 2745 > 1455 [RST, ACK
6 2.031250 213.207.207 .34 213.207.207.88 TCP 1455 » 2745 [5YN] Secll
7 2.031250 213.207.207 B8 213.207.207.34 TCP 2745 > 1455 [RST, ACk
8 Z2.734375 213.207.207.34 213.207.207.88 TCP 1455 > 2745 [SYN] Sec
9 2.734375 213.207.207 .88 213.207.207.34 TP 2745 > 1455 [RST, ACK
10 4.000000  213.207.207.34 213.207.207.88 TCP 1463 > 5000 [SYN] Sec
11 4.000000  213.207.207.88 213.207.207.34 TCP S000 > 1463 [RST, ACK
12 4.734375  213.207.207.34 213.207.207.88 TCP 1463 > 5000 [SYN] Sec
13 4.734375  213.207.207.88 213.207.207.34 TCP 5000 > 1463 [RST, ACKS
14 & 4378NN 213 N7 INT 34 13 INT INT RR T 14R3 = Snnn Fsywl Epr-ﬂ
[4] I i
+ Frame 1 (62 bytes on wire, 62 bytes captured)
p Etharnet II, Src: Bc:08:20:00:01:00, Dst: 00:00:01:00:00:00
p Internet Protocol, Src addr: 213.207.207.34 (213.207.207.34), Dst addr: 213.207.207.88 (21:
b Transmission Control Protocol, Src Port: 1447 (1447), Dst Pert: microsoft-ds (445), Seq: 0,

4] i |
TG00 00 00 OL 00 00 00 B¢ 08 40 00 UL 00 08 00 45 00 ........ S
G10 00 30 OF 4a 40 00 7f 06 a9 63 d5 of of 22 d5 of  .0.3@... .Coou®..
020 <f 58 05 a7 01 bd S= bE 00 bb 00 00 Q00 00 7O 02 Wnniny samewnifls
030 22 38 6F £5 00 00 02 04 05 b4 OL O1 04 02 e
|Fie: (Unkitled) 3570 bytes (P 31 0: 31 M: 0 e

o g ) dilods 5 e 3L s Oley wlad g 8 5 4 el 2l s glaanas
J@gaW5f,Agbjhgdwfﬁhdduﬂgﬁﬁou,aﬁdwu;yu
gl ats gl 5l aS JeMbl 5wy § 5 Goml Cand a ol sl a2l
Only Send 5 5 35500 202 Sl s 5 Sy (daie T dile (bl
RGPS WP I w'iL“M(‘L’ Sl pes Lol (5o oy
STl s Sl B 255 LB s L OIS e L el s 4 s
by@lécfxdl{o.l})ﬁéjbeﬂﬁ-so&\ijsé&wﬂ)“_}ii.sﬁoﬂ}'s

Pdas o OLE | syl sy
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(@ Ethereal: Save Capture File As g - glﬁi

Mew Folder Delete File I Rename File |
Ci\Dacuments and SettingsiSam :l

Folders Flles =
o NTUSER.DAT
i | ntuser.dat LOG
Application Datal | mbuser.ini
Cookies) :
Desktop]
Favorites|
Lecal Settings)
My Documents) =
[ Packet Rangs
| Captured  Displayed
(& [all packets! 3t 31
" Selected packst anly 1 1
) Marked packets only e} 1]
) From First o last marked packet o 0
" Specify a packet range: ] i
I

ik

File type: libpcap (tcpdump, Ethereal, etc.)
: RedHat Linux 6.1 ibpcap (tepdump)
EEIm SUSE Linux 6.3 ibpcap (tepdump)

modified ibpcap (topdump)
Mokia libpcap (tcpdump) -
Novell LANalyzer = ok

Metwork Associates Sniffer (DOS-based)

Ssle s ol Loy odig (g0 (gl eslanal LB glalJB 5l (gslaas NL ISKS

SERr 5 bald i gy 4 Ll ol eop ) G end o

M ‘5‘.&‘_}{"5 j‘ ol ‘.3 Ty JL&J‘/&L&L&JA 6‘.‘#43.«.-3 ) J.:‘OJ 3 M

&:""‘:ﬁ: r.:h‘jﬁ- oA 6,;9"5
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Ethereal

pom e
prdslde 51 S e 4 Sniffer Slajlpl ca 28 e (pdis Cand 93 3
SLFIIter i estinl OGI 5 me 4 (a3 )l 55 L ls 5 Ethereal i daol
33 s el Sy sla s 2 bl o plnil (S48 5 l3le 5l
Wl a5 B g an Sles Gl3Ble 5l 3
Capture sl Lo -
bl sl s -
S la i ~
Capture .55 Capture . > Lapture sls 2o sl eslizal <l

Jj.ﬁi&» )b ﬂ.) Jg.& “ uiofhi V':'Shﬁ'd ubﬁ;\ b FllterS

(@ Ethereal: Capture Filter - Dlil

o]

i Delete

Properties
Fiter name: I'Slmple
Fiter siring: [host 192.168.0.1

Btep X gese |

S s s s NEW s € sl |
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Sheslial LI el (SIS O pon 608 Jaily A i m ol Llple 5l
e Dot bld i ) 5l Ol ey ees ol s HEIP gu S
Ethereal (o7 Lu 5 45 o5 s iy o5 SIMPlE (U o ¢ A e cpl 3 A 65T
3L 192.168.0.1 of ssaw b sl a5 1S o oslie pladaes <3bs @ LS

oS o ST, CaPLUre e 08T iy o |y o oy oS a0 o3 ) A

@ Ethereal: Capture Options E ;IEIE!
Caphre
Interface:  [\Devics\WPF_{BFE 1306 7-4330-4424-BE0E-01 1244519684 ) =]
i dmver Reader bypet | Ettweriust immll—ﬂ prtets)
F Caphure packels N promsouous mods
[ Umteachpacketto -5 []bytes
¥ Caoture Fiter: | [host 192.168.0.1)
Capture Fleis) Display Optiors
HE:I EI I Lpdate kst of packets in real bme
T Lse pisupie fies
X - s
F g buffer win | H Naive
I Stog et e [—ﬂ e
Stop Caplure
Cootee 1 Tl I™ Enable petwork name resckution
Co.aee [T ) o) .| | F Ensble ramsport name resckon
@ [ Pox | Jt;amd[

Oy~ Capture Filters ca.s ;5 ool jasio Yo K5 55 & S0les

fl"”.‘j‘ o oS el i el iy xS gla s SI L 5 s S ch AT 1 (gl
el Tt ol &5 5 8 dalys cilys |, olear Lo Ethereal Capture e
4:1192.168.0.1
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Olhes 5 i Gl a2 S Ol8 e (ull la gls 51 eslanad (ol
oS o 5L 1 kS slaeis 51 S sk ol 4 S eslzal L3 Capture

@ Ethereal: Open Capture File

Fi -
M =)
I Eiter: |
F Enable MAC name resolution
™ Enable petwork name resolution
F Enable transport name resolution

Selection: C:\Documents and Settings\Sam\Desktop
|out

X cacel | [ Pox

QJ;)L)\Ww|oﬁ%umngbw)\wcwdb~ob oJJ)Jg: U'i‘
Laly allh ol (go ey 5o il s O.iJﬁ-T)J Sy g laaias wlig s o

{0 WY

351

Ramin.Samad@yahoo.com


http://www.iranmeet.com

WWW.IRANMEET.COM

Be B Yew G0 Ciplue fraboe st Hep

el Res DF L2 QQQaPNHEXD

Byger: | | #epemn. | woes | f o

i Tt Source [Detriation Protocal |k &
10 2. 0.2 C168.0.1 MWSprox €lient :
2 0.0002588 19%2.165.0.1 192.168.0.2 MSprox Server message! Hello Acknowledge
3 0.000333 192.168.0.2 192.168.0.1 Msprox Client message: Hello
4 0.000530 19%2.168.0.1 192.168.0.2 MSprox Server message: User Info aAcknowls|
5 0.000573 192.168.0.2 192.168.0.1 Msprox Client message: Resalve !
6 0.797593 192.168.0.1 192 168.0.2 MSprox Server message: User Info Acknowls
7 2.245646 192.168.0.1 192.168.0.2 MSprox Server message; Resolve Acknowled;)
§2.716964 192,168.0.2 192, 165.0.1 TCP 1445 > epmap [SYN] Seq=0 Ack=0 Wir
92717119 192.168.0.1 192.165.0.2 TCP epmap > L1445 [RST, ACK] Seq=0 Ack:
10 3.165526 192.168.0.2 192, 165.0.1 TCP 1445 > epmap [S¥N] Seq=0 Ack=0 wir
11 3.165674 192.168.0.1 192.168.0.2 TCP epmap = 1445 [RST. ACK] Seq=0 Ack:
12 3.668357 192.168.0.2 192.165.0.1 TCP 1445 = epmap [SvN] Seq=0 Ack=0 Wir
13 3.668513  192.168.0.1 192.165.0.2 TCF epmap > L445 [RST, ACK] Seq=0 Ack:
14 3.671299 192.168.0.2 192, 168.0,255 HENS Name query NB SHETABSERVER<20-
15 3.671432 192.168.0.1 192.168.0.2 HENS Hame query response NB 192.162.0..
16 3.671476 192.168.0.2 192.168.0.1 TCP 1447 > netbios-ssm [SYN] Seq=0 Ach)
17 3.671567 192.168.0.1 192.168.0.2 TCF netbios-ssn > L4447 [S¥N, ACK] Seq:
18 3.671603 192.168.0.2 192.168.0.1 TCP 1447 = netbios-ssn [ACK] Seq=l Ach
19 3.671606 192.168.0.2 192.168.0.1 NBSS  Session request. to SHETABSERVER<|
20 3.671724 192.168.0.1 192.168.0.2 HBSS Positive session response
21 3.6714823 192.168.0.2 192,168.0.1 SHE Negotiate Proteco] Request =

» Frame 1 (280 bytes on wire, 250 bytes capturid)u

 Ethernet II, Src: 00:20:ed:52:5e:ac, Dst: 00:20:ed:59:6b:dl

» Internet Protocol, Src Addr: 192.168.0.2 (192.168.0.2), Dst Addr: 192.165.0.1 (192.168.0.1)
» Usér Datagram Protocol, Src Port: 1444 (1444), Dst Port: L1745 (L748)

b M5 Proxy Protocol

010G 01 O0a 21 3c 00 00 &0 11 97 53 c0 ad 00 02 cD a8
020 00 01 05 a4 06 dl 00 f6 9e 3b Ob 00 00 00 00 0L
030 03 00 00 00 00 00 00 GO 00 00 00 00 00 OO0 00 00

iﬁe:uzalmm.mm JP:WD:WM:U

Eﬂl}ﬂ 00 20 ad 59 €b dl 00 20 ed 52 5e ac 05 00 45 OO0

il s 0ley sla bl 5l K pelul Ly bty gunatas gl o G anb
A ez 3 5 035 SIS @ OIS e IS 5 s deale b e el
S50 2 OV dlesl 5 2 x5 Jas 13 S5 50 0 gt OF 5 DB a2
O i Sl eslinad b s Ols & il 3lacde ol Sl Soslise (oDl

5,5 o baates godalin gl 5 (6 Sedamy by

J)j.ﬁ 6\.&4;’...‘..' c)b_%\rf Lﬁ‘ DL L}.:.%LM LQJJ.L;.‘% ;L)J.su" )‘ oJLLL.n‘bmA‘j}-L;a Q}'S‘
ol FIlter cs s Ladns 1) 23 015 o LS 0nl Gl oS 1 | 35
3 S iy ms Lol g, 53 ol TOOIDAr
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BEH* W NS WEETHUUYUFDEAG
Deer: Jpsre==15216801 j'l'Ebwm-- e | ¥ aegly
No..  |Tme Source Destriatin Protocel info

: .168.0. 168,10, OroX Gerver message: He

4 0.000530 192.165.0.1 192.168.0.2 MSprox Server messade: Usi

L@L&ML@S‘\S&” ;Lijsﬁ LS‘J" ¢J>m u-.’.‘); ‘JT""SLSA oJAL&.A‘\S‘L’j_(QLQ.A
4 oS e eslinal A3 iy 5l 6 s g 5l aas il 15, 192.168.0.1 T
S L (Analyze) il s Capture s 5 ss sln ks cims 0L GSos Ol

et LT 0L 53 b Gl e ol 3le 5 ol Color g anr e bl sl

ol 5 Analyze spw sl eslinad b gla s 5l eslixad s 3,
Capture (o = alie Glo oo bl ol b.cl 5 ol 3 Display Filters

135 o o3ls U.M;“Lu Filters

(@ Ethereal: Display Filter

Edit Fifter

[inew

Sos

Froperes
Fiiter name: |Slmple

Fiter string: [p.src==152.168.0.1| 4 Expression...

Db | [ Do | very | Bsve | xcose |
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0L oS ales S i SIMPle oU L« culad g5 51 (s 2k Tsdes YU Jlie 53
b s, s APPLY aaSs Jlis Lol (il sla i ol obea of Ciy
1, 192.168.0.1 T oynl L slawin Lo Jool (go i I3 5 352 0 Jlas!

JSL;GJJJ}LAJ;‘)[SM‘}?-)JJ)}Aéb)b@b&l.wwujﬂtﬁ)‘cJW‘

Ul 1 b bl 01 (S5, sla ki 13l 5 ol ke lac bl S0s 5

ol cik o S, s 0Ly oS ca e Coloring Rules Clsl L View g 5w s
N A e S e 1y ol S0y 5 S8 el el sl 2l e s el
192.168.0.1 Ll loe sl &S glaarey K, a5 5 1P.SIC=192.168.0.1

. M.)LSA QL.:H cg;.w\

W
0 1. 884,87 183 1BE. O, MEpraw vl seiiags Hellp

. 183..0.2 < IBE_D. Noprds C1S&RE midtAga’ Malls

AT . ' Hipres Livent meinage; Ewelve

Ld BEael agkwl &)

[SVM] Seqen aci=) uli

o dgmmip |SYM) Safeb afcwd k|

A4 B.eTLaBE  LBT.NAE 0.2 J. 1Bk 5.2 WEML  Mame BTy HE SMETABLERVERLND |
o = [ 5w ] Sag=) &

AR X RSLED (R [ AN IRE BN TOF lddi' > Fdthian-u am [ALH] Gagul A
1% 3 ETIB0E 152.144.4.2 A%3, 1B 0.0 HESE  Seidion feguast. Lo SHETANI0RARG

.55 L0g, 164,02 R E got | a4 Proface) R
A AR S Tm— mEmEAan s mwgm w Frmmmary iy aw

; Prame | Lo00 Dytes on =ice, -89 byles captured) A

p Ethernet 11, Sroc DOedQowsdiRdoSeian. Dt $0ad0ieds Prodhodl

3 INTErRAE Provecsl, SPe Adder 190 LBE.D.3 [1RF EE.0.1),. DaT addrd 190, p6E.0. 0 (192 00,1

Bar DATAJrEm Protocol, Src Pert: Lekd [RAAE1, DAR PECTD IT4% LLTAE)

WS Frosy Frofocs]

¥ 2 ., T ta & ¥ |
L0 G0 0a 21 3c 00 00 80 11 97 53 cO a8 80 DT <0 a3 S,
Th 55 0% 05 ad OF JF 00 TR Be JE Ob 00 85 DO 55 O
10 GF 90 00 00 G0 00 00 B0 DO 0 0 00 80 D0 U0 =

[reax diped ie  [F nmy s

354

Ramin.Samad@yahoo.com


http://www.iranmeet.com

S oslinal Olojan sobar (K55 sk g 51 Ol o0 45 ol b
b LB 51 S ASJU_'%\DJ Rl B ol s el )l el an S L
S 3ol ke, a8 Ol 4 0l s 1, Ethereal ool o ¢y
6 S lnl pl s el S5 aeY sl ol o Shffer a1
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Tools security

SuperScan

J sl Coad
S eslizul (bl e S il Olge ans Sl a5 sl 5SS

(s ol Canb g pwy a3 a0 Ol Lo S il sls gy 5 byl
Gt 5 aSd 4 S358 G s Sl ki s S s s (G 08 G s
L Ol s ool Sy oy Ol sl s Sole sl 24l
Sk g ke Llpd boaklie ol phllolr Wl andls ey alats e

53 0 DLl (ptos (Slains 03 pod

53 Cableny oS Lol w5l (s ol 55 055058 laslil b ime 5

551 sl 0556 il e b b Olgtees 4 Jlaz=l SSl= i,
53 S e S ) st el Caxdy e Ol S les S b jas
slayl SaelS 4 S e (slalSel; Olgis ¢zl a8 2 5y Lol 5 5wt
ey SLos e 5> S L S0ka gl ens ABGlr Ll e e SO 2l
il e Ol (Silogatze a8 s ol Sl eslinad 5 Gs cles S sdalis
sl sla S g 53 ol Sljaa Slnl i Sl eslial 4 5L Ok (et S
WSS S p e St Sl g Osmmes il sl Sl s el Cons
5L el Cands (il Gl Curss Bz se oleglantns

335 0 e 0
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Sh s S e eslinal B )00 e Cands a5l o p slp 013358 bu s
TCP/UDP 8,5 so e ol » TCP/IP S5, 2 e bl &S 0]
s sl ol ool 150l 5 sodiyled Slas ol o 1 3,8 e plonil i 3550
S35 85 5o 53 10 el 80 ol o855 LlWeED Server skl o8 s
535 yasie 35|, Web Server ¢ i wig o o allae oS5 onl 055 5L
Sl o855 nl b 3l e 4ol OF Lol Glacias 5,40 434S Sl
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)\J-_é\(aj.} S Ayls 34 (g3 Lgl-ﬁ)\j-'@\(f' (e S slasls s o Sl

S b dgame oSl 5le 5 ol Lolalpl b op Sd gl 51 S Superscan

BRSNS ol Gamio i IS8 S e s HTML CJB s 50 1) 5

L das e 0L 1y |l (gl
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End I f_J N
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== SupersScan 4.0 J_J_DJ__I_J
Sican iHuamHEaMmﬁsm&ylanﬂnuum”nnla | Winclows Erumeration | oot |
1Pz [
HostamadF | "’I SiatlF | End P | i E:InarSnI:u:n:!I
—; |192188.01 192168010
menP X[ 1 AL 0 Cloer Al I
EndlP _3;_“ 1@ 88, o0 .10 |l
Read = fomil= l‘
3 1 | | 1] ‘ Vigw HTHL Rasulis
Peacy A
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el sl iles 3 IS s
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Scan

[¥ Host discoweny

[¥ UDF port scan

F Echo Reguest

I™ Timestamp Reguest

I Address Mesk Fagques
I Inarmetion Feguest

Star por |

Ercd pof Ii ?

Faad pois from file 2

? 2
i
11
£3
F7-68 |

Claar Selacted Claar il |

Hostand Sardce Discovens I Sican Dptiane | Todls t'-.l'u'lndwm Enumerem'-:-nl Aot |

Timeoul [ms)  [2000

Timaout [ms) i2[||:l[|

Socantype  {* Dmba

I U=ze stahc soutce part

WWW.IRANMEET.COM

=1k

T Oata + 0P

—

[+ TCP port scan

Sladport
Ercd port

—:

Fiaad pots fram fila >

s
9
11
13

=

Claar All |

15

Claar Belected

Timsoul [ms) P[":'[l

Scantype " Connect

M Usze stabic saurce part

= ST

—

Eizstonz Cefouks

0008 [Saved g fik

Lnve: 1

[TCF operi 0 LDF'q:!m:ﬂ 111 clone

J\W\é*%bjud\ﬁmﬁsj\;;ﬁjlﬂw ",'.M‘Laﬂbli.w..é‘ﬂ

IP sl S s &K Olge wSlpl opl sl eslinad Ol o3l Cand 5 ool 15!

L TCP Sl S sy s pde Lo es GGd Cand 33 55 313 34

ok nd o3l 33,8 e e B s el seil wzeen UDP

5L g 5o ls eslatad 5550 5 Jslie slael8 s 4 ol (5 5 iy &y soas

SlaolS s Cnd 3 5 S wlol 5o 1, 6,50 laeled daolS s 5l oL Rl Ol

Sy e Lol O @ J.Lra s Olgs 4 Al s O TCP/UDP
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Slasas slael plas clils blra L adl 5l o pend il Joo o 5 (Ll 0

sl v.:E.J FB 6 s Lise o ade ol el Gt Ole Lol

ol s gl b s gl SCan OptioNs sw g (o s 23 e
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slx & ol Banner Grabbing ol ol onl 55 s pee 2l
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Source: Honeypots: Tracking Hackers

Figure 1. Honeypots can be deployed from a variety of locations.
This diagram shows four different possible locations. The optimum
location for deployment depends on an array of factors, such as the
type of information the organization is interested in gathering, and
the level of risk that organization can tolerate to obtain the max-
imum amount of data.
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Figure Z. In this Honeynet (a research honeypot used to gather
information), the Honeynet Gateway is a Layer 2 bridge that
isolates the Honeynet from the rest of the production network. The
bridge controls inbound and outbound traffic. Systems are placed
in the Honeynet as intended targets for attackers to break into and
interact with.
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and you canapen them again by seie0ng "vaw repats”
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Purchase Nell
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Othar OGptiens
W Addrass Bpok
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™ Defirm my awn set of plugns {For advanced user]
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NeWT Security Scanner

Scan n progress, 0 of 1 host{s) done

Hust boing scanned Progress Open Ports Infor  Meles  Warnings
tETA0 4 T id 12 T t

B Conbgarne el
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W Usdata iges

Bae Also
# P T b
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i
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sl
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